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Courses 

EPAP Training Requirements
Satisfying the requirements of a given knowledge area requires that the candidate complete the vendor certification (when available) OR complete the multiple 
online course modules for that area.  When a vendor certification is listed below, demonstrating that you have passed that vendor certification satisfies that 
knowledge area’s requirements as long as it is in line with the training requirements and no further training will be required in that area.  A candidate who has 
passed a vendor-specified test, or who has completed the online training at an earlier date, may only have to take all or part of the online courses associated with 
a knowledge area, and be paid to do so.  This is due to updates in the training from those previously taken.

Please note, some FSI courses are available via Facilitated Online Courses, currently via Adobe Connect. FSI uses Adobe Connect to provide a real-time/instructor-
led approach to instruction to Embassies and Consulates around the world.  Students connect to a virtual presentation system and have direct communication 
abilities with the instructor and other students.  Facilitated Online Classes are comparable to a live classroom environment with regards to the capability of passing 
knowledge to the students.  These courses are scheduled around specific time zones, and students should pay attention to the time zone offered for each of the 
“DL-internet” course sessions.

 Updates as of September 18, 2019... Courses updated are as follows: A+, Network+, Windows 10 and Advance 
Server 2012

** Please discuss with your IMO a training plan before taking the Mandatory Training Requirements. There are 8 Knowledge Areas 
of the mandatory training program that need to be completed with-in the EPAP-IM's first 20-weeks of EOD.  Your post IMO can 

decide which version of the Exchange Knowledge Area is relevant for your post but only one Exchange Area needs to be completed 
as they go with the MCSA Windows Server 2016 course.  These courses go with the ECP Installations being done by GITM at posts.  

All Knowledge Areas must be completed to fulfil your training requirements of the program.

** NOTE: All exams are now at the employee's expense since FSI has discontinued the voucher program.

Please check this site for frequent updates.  If you have any questions please contact IRM-EPAP@state.gov.
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new announcement
CourseListing All items Worksheet Find an item

Class Type Title Course Title Number of Courses Hours

Knowledge Area : A+ Hardware (26)

Class Type : ***Certification*** (1)

***Certification*** CompTIA A+ Exam 220-1001 (Core 1) Optional

Class Type : Online (25)

Online CompTIA A+ 220-1001: Installing Hardware and Display Components 01/25 1.1

Online CompTIA A+ 220-1001: Laptops Features and Mobile Device Types 02/25 0.7

Online CompTIA A+ 220-1001: Accessories and Mobile Device 
Synchronization

03/25 0.8

Online CompTIA A+ 220-1001: Mobile Device Network Connectivity and 
Application Support

04/25 0.9

Online CompTIA A+ 220-1001: TCP and UDP Ports 05/25 1.12

Online CompTIA A+ 220-1001: Networking 06/25 1.15

Online CompTIA A+ 220-1001: Configuring a Wired/Wireless Network 07/25 1.38

Online CompTIA A+ 220-1001: Wireless Networking Protocols 08/25 0.95

Online CompTIA A+ 220-1001: Network Hosts 09/25 1.05

Online CompTIA A+ 220-1001: Implementing Network Concepts 10/25 1.53

Online CompTIA A+ 220-1001: Network Types 11/25 1.13

Online CompTIA A+ 220-1001: Networking Tools 12/25 0.52

Online CompTIA A+ 220-1001: Basic Cable Types 13/25 1.25

Online CompTIA A+ 220-1001: Connectors 14/25 0.6

Online CompTIA A+ 220-1001: Random Access Memory 15/25 0.67

Online CompTIA A+ 220-1001: Storage Solutions 16/25 1

Online CompTIA A+ 220-1001: Working with Motherboards, CPUs, & Add-
On Cards

17/25 1.3

Online CompTIA A+ 220-1001: Working with Peripheral Devices 18/25 1.3

Online CompTIA A+ 220-1001: Power Supplies 19/25 0.55

Online CompTIA A+ 220-1001: Common Devices 20/25 0.9

Online CompTIA A+ 220-1001: Custom PC Configuration 21/25 0.6

Online CompTIA A+ 220-1001: SOHO Devices 22/25 0.68

Online CompTIA A+ 220-1001: Printers 23/25 0.87

Online CompTIA A+ 220-1001: Cloud Computing 24/25 1.6

Online CompTIA A+ 220-1001: Resolving Problems 25/25 0.58

Knowledge Area : A+ Software (12)

Class Type : ***Certification*** (1)

***Certification*** CompTIA A+ 220-1002 (Core 2) Optional

Class Type : Online (11)

Online CompTIA A+ 220-1002: Comparing Common Operating Systems 01/11 1.2

Online CompTIA A+ 220-1002: Microsoft Operating System Installation & 
Upgrade

02/11 1.07
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Class Type Title Course Title Number of Courses Hours

Online CompTIA A+ 220-1002: Microsoft Command Line Tools 03/11 1.43

Online CompTIA A+ 220-1002: MS Operating System Administrative Tools 04/11 1.55

Online CompTIA A+ 220-1002: Windows Control Panel Utilities 05/11 0.77

Online CompTIA A+ 220-1002: Application Installation, Networking, & Tools 06/11 1.22

Online CompTIA A+ 220-1002: Security Fundamentals 07/11 1.35

Online CompTIA A+ 220-1002: Critical Security Concepts 08/11 1.52

Online CompTIA A+ 220-1002: Software Troubleshooting 09/11 0.93

Online CompTIA A+ 220-1002: Operational Procedures Best Practices 10/11 1.4

Online CompTIA A+ 220-1002: System Utilities 11/11 0.93

Knowledge Area : Exchange 2013 (8)

Class Type : Online (8)

Online Microsoft Exchange Server 2013 - Core Solutions: Deployment 01/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: Mailbox Server 
Management

02/08 2.5

Online Microsoft Exchange Server 2013 - Core Solutions: Client Access 
Servers

03/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: Configuring Mobile 
Connectivity

04/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: Message Transport 05/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: Access Control 06/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: High Availability 
and DR

07/08 1.5

Online Microsoft Exchange Server 2013 - Core Solutions: Monitoring and 
Troubleshooting

08/08 1

Knowledge Area : Exchange 2016 (7)

Class Type : ***Certification*** (1)

***Certification*** MS Exam 70-345:  Designing & Deploying MS Exchange Server 2016 Optional

Class Type : Online (6)

Online Microsoft Exchange Server 2016 - Planning for and Deploying 
Mailbox Servers

01/06 2.32

Online Microsoft Exchange Server 2016 - Recovery Strategies And Client 
Access Services

02/06 2.23

Online Microsoft Exchange Server 2016 - Security Strategies 03/06 2.17

Online Microsoft Exchange Server 2016 - Understanding Mailflow and 
Auditing

04/06 1.25

Online Microsoft Exchange Server 2016 - Message Records Management 05/06 1.7

Online Microsoft Exchange Server 2016 - Exchange 2016 Migration, 
Federation, and Sharing

06/06 1.8

Knowledge Area : MCSA: Windows Server 2016 (19)

Class Type : ***Certification*** (1)

***Certification*** Upgrading Your Skills to MCSA: Windows Server 2016 Optional

Class Type : Online (18)

Online Server 2016: Install, Store, and Compute: Backup Strategies & Server 
Monitoring

01/18 1.12
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Online Server 2016: Install, Store, and Compute: Disk & Volume 
Configuration

02/18 1.08

Online Server 2016: Install, Store, and Compute: Server Storage Solutions 03/18 0.85

Online Server 2016: Networking: IPv4 & IPv6 Address Management 04/18 1.02

Online Server 2016: Networking: DHCP Configuration 05/18 0.7

Online Server 2016: Networking: DHCP Management 06/18 0.92

Online Server 2016: Networking: DNS Configuration 07/18 1.33

Online Server 2016: Networking: DNS Zones & Records 08/18 1.37

Online Server 2016: Networking: IP Address Management Configuration 09/18 0.95

Online Server 2016 - Identity: Active Directory Domain Controllers 10/18 1.08

Online Server 2016 - Identity: Active Directory Accounts & Permissions 11/18 1.08

Online Server 2016 - Identity: Active Directory Groups & Organizational Units 12/18 0.65

Online Server 2016 - Identity: Active Directory Service Authentication & 
Account Policies

13/18 0.77

Online Server 2016 - Identity: Active Directroy Maintenance & Recovery 14/18 1.23

Online Server 2016 - Identity: Active Directory Group Policy Objects 15/18 0.72

Online Server 2016 - Identity: Active Directory Group Policy Processing 16/18 0.57

Online Server 2016 - Identity: Active Directory Group Policy Settings 17/18 0.52

Online Server 2016 - Identity: Active Directory Group Policy Preferences 18/18 0.58

Knowledge Area : Network+ (16)

Class Type : ***Certification*** (1)

***Certification*** CompTIA Network+ Exam N10-007 Optional

Class Type : Online (15)

Online Ports and Protocols and the OSI Model 01/15 1.78

Online Routing, Switching, & IP Addressing 02/15 3.1

Online Network Topologies & Technologies 03/15 1.68

Online Cloud Concepts, Network Services, & Cabling Solutions 04/15 2.77

Online Networking Devices 05/15 2.1

Online Network Storage, Virtualization, & WAN Technologies 06/15 1.68

Online Documentation and Diagrams & Business Continuity 07/15 1.8

Online Network Monitoring & Remote Access Methods 08/15 1.8

Online Policies and Best Practices 09/15 1.4

Online Security Devices, Wireless Security, & Access Control 10/15 1.8

Online Network Attacks & Device Hardening 11/15 2.75

Online Mitigation Techniques 12/15 1.48

Online Troubleshooting Methodology & Tools 13/15 1.1

Online Troubleshooting Connectivity & Performance Issues 14/15 1.52

Online Troubleshooting Common Network Service Issues 15/15 1

Knowledge Area : Security+ SY0-501 (27)

Class Type : ***Certification*** (1)
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***Certification*** CompTIA Security+ Exam  SY0-501 Optional

Class Type : Online (26)

Online The Present Threat Landscape 01/26 0.85

Online Types of Malware 02/26 0.93

Online Social Engineering and Related Attacks 03/26 0.73

Online Application and Service Attacks 04/26 0.92

Online Cryptographic and Wireless Attacks 05/26 0.73

Online Penetration Testing and Vulnerability Scanning 06/26 0.78

Online Impacts from Vulnerability Types 07/26 0.88

Online Components Supporting Organizational Security 08/26 1.43

Online Security Assessment Using Software Tools 09/26 0.88

Online Cryptography 10/26 2.5

Online Public Key Infrastructure 11/26 1.12

Online Wireless Security Settings 12/26 1.23

Online Analyzing Output from Security Technologies 13/26 1.05

Online Deploying Mobile Devices Securely 14/26 0.52

Online Implementing Secure Protocols 15/26 0.53

Online Troubleshooting Common Security Issues 16/26 0.45

Online Identity Concepts and Access Services 17/26 0.58

Online Identity and Access Management Controls 18/26 0.48

Online Common Account Management Practices 19/26 0.57

Online Frameworks, Guidelines, and Physical Security 20/26 2

Online Implement Secure Network Architecture Concepts 21/26 0.77

Online Secure System and Application Design and Deployment 22/26 1.45

Online Understanding Cloud, Virtualization, and Resiliency Concepts 23/26 1.12

Online Policies, Plans, and Procedures 24/26 0.82

Online Business Impact Analysis and Risk Management 25/26 1.13

Online Incident Response, Forensics, Disaster Recovery, and Security Controls 26/26 1.1

Knowledge Area : SMART Messaging (4)

Class Type : Online (4)

Online SMART Messaging: A Course for System Administrators 01/04 2

Online SMART Messaging: A Course for Users 02/04 1

Online TAGS and Terms 03/04 2

Online SMART End-User Training 04/04 2

Knowledge Area : Windows 10 (28)

Class Type : ***Certification*** (1)

***Certification*** Modern Desktop - Windows 10 Optional

Class Type : Online (27)

Online MD-100 - Windows 10: Active Directory Management 01/27 2
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Online MD-100 - Windows 10: Prepare for Deployment 02/27 1.1

Online MD-100 - Windows 10: Deployment 03/27 1.07

Online MD-100 - Windows 10: Perform Post-Installation Configuration 04/27 0.9

Online MD-100 - Windows 10: Manage Devices & Data 05/27 1.38

Online Installing and Configuring Windows 10: Implementing Windows 06/27 1.2

Online Installing and Configuring Windows 10: Configuring Core Services 07/27 1.5

Online Installing and Configuring Windows 10: Managing Updates and 
Monitoring Windows

08/27 1.2

Online Configuring Windows 10 Devices: Introduction to Windows 10 09/27 0.55

Online Configuring Windows 10 Devices: Start Menu, Personalization, and 
Multitasking

10/27 1.28

Online Configuring Windows 10 Devices: Introduction to Deployment 11/27 0.82

Online Configuring Windows 10 Devices: Deployment Tools and Procedures 12/27 1.27

Online Configuring Windows 10 Devices: Devices and Disks 13/27 1.33

Online Configuring Windows 10 Devices: Networking 14/27 1.52

Online Configuring Windows 10 Devices: Remote Connections 15/27 0.65

Online Configuring Windows 10 Devices: Maintaining Windows 10 16/27 0.92

Online Configuring Windows 10 Devices: Virtualization Technologies 17/27 0.77

Online Configuring Windows 10 Devices: User Data 18/27 1.33

Online Configuring Windows 10 Devices: Authentication 19/27 1.27

Online Configuring Windows 10 Devices: Secure Identities 20/27 1.13

Online Configuring Windows 10 Devices: Threat Resistance and UAC 21/27 0.55

Online Configuring Windows 10 Devices: Threat Resistance Technologies 22/27 1.38

Online Configuring Windows 10 Devices: Data Protection 23/27 1.07

Online Configuring Windows 10 Devices: Bitlocker, Recovery, and 
Maintenance

24/27 0.58

Online Configuring Windows 10 Devices: Installing and Managing 
Applications

25/27 0.98

Online Configuring Windows 10 Devices: Universal Windows Apps 26/27 1.4

Online Configuring Windows 10 Devices: Managing Devices 27/27 1.18
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